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Pendahuluan

• Addressing is a key function of Network layer protocols
that enables data communication between hosts on the
same network or on different networks. Internet
Protocol version 4 (IPv4) provides hierarchical
addressing for packets that carry our data.

Designing,implementing and managing an effective 

IPv4 addressing plan ensures that our networks can 

operate effectively and efficiently.

This chapter examines in detail the structure of IPv4 

addresses and their application to the construction and 

testing of IP networks and subnetworks.
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1. Konversi Biner ke Desimal



Example;

See the figure for the steps to convert a

binary address to a decimal address.

In the example, the binary number:

10101100000100000000010000010100

Is converted to:

172.16.4.20

Keep these steps in mind:

Divide the 32 bits into 4 octets.

Convert each octet to decimal.

Add a "dot" between each decimal.



2. Decimal to Binary



Ilustrasi Contoh; Decimal to Binary



Ilustrasi Contoh: Decimal to Binary



Ilustrasi Contoh: Decimal to Binary



Conversion Summary



Type Address in IPv4 Network (1)



Type Address in IPv4 Network (2)



Type Address in IPv4 Network (3)



Network Prefixes

• When we express an IPv4 network address, we add a prefix length to

the network address. The prefix length is the number of bits in the

address that gives us the network portion.

For example, in 172.16.4.0 /24, the /24 is the prefix length - it tells us 

that the first 24 bits are the network address.This leaves the 

remaining 8 bits, the last octet, as the host portion.
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Calculating Network- Host & Broadcast Addres



Type of Communications-Unicast, Broadcast & Multicast

In an IPv4 network, the hosts can communicate one of three different

ways:

• Unicast - the process of sending a packet from one host to an

individual host

Broadcast - the process of sending a packet from one host to all hosts 

in the network

Multicast - the process of sending a packet from one host to a

selected group of hosts

•

•

These three types of communication are used for different purposes in

the data networks. In all three cases, the IPv4 address of the originating 

host is placed in the packet header as the source address.



Unicast



Broadcast



Multicast

• Multicast transmission is designed to

conserve the bandwidth of the IPv4 

network. It reduces traffic by allowing a 

host to send a single packet to a selected 

set of hosts.

To reach multiple destination hosts using 

unicast communication, a source host 

would need to send an individual packet 

addressed to each host.With multicast, the 

source host can send a single packet that 

can reach thousands of destination hosts.

Some examples of multicast transmission 

are,Video and audio distribution, Routing 

information exchange by routing protocols, 

Distribution of software, News feeds

•
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Public & Private Address

• Although most IPv4 host addresses

are public addresses designated fo 

use in networks that are accessible 

on the Internet, there are blocks of 

addresses that are used in network 

that require limited or no Internet 

access. These addresses are called 

private addresses.

Public Addresses;The vast majority 

of the addresses in the IPv4 unicast 

host range are public addresses. 

These addresses are designed to b 

used in the hosts that are publicly 

accessible from the Internet. Even 

within these address blocks, there 

are many addresses that are 

designated for other special 

purposes.
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Special IPv4 Address

• There are certain addresses that

cannot be assigned to hosts for 

various reasons. There are also 

special addresses that can be 

assigned to hosts but with 

restrictions on how those hosts 

can interact within the network.

– Network and Broadcast

Addresses 

Default Route 

Loopback

Link-Local Addresses

TEST-NET Addresses

–

–

–

–



Legacy IPv4 Address



Planning to Address Network



Stattic or Dynamic IP Addres



Assiggn Address to Other Devices



Who Assign a Different Address

• A company or organization

that wishes to have 

network hosts accessible 

from the Internet must 

have a block of public

addresses

The use of 

addresses

assigned.

these public

is regulated and

•

the company or

organization must have a 

block of addresses 

allocated to it. This is true 

for IPv4, IPv6, and 

multicast addresses.



ISP

• Most companies or organizations

obtain their IPv4 address blocks from 

an ISP. An ISP will generally supply a 

small number of usable IPv4 

addresses (6 or 14) to their customers 

as a part of their services. Larger 

blocks of addresses can be obtained 

based on justification of needs and for 

additional service costs.

In a sense, the ISP loans or rents these 

addresses to the organization. If we 

choose to move our Internet 

connectivity to another ISP, the new 

ISP will provide us with addresses 

from the address blocks that have 

been provided to them, and our 

previous ISP returns the blocks

loaned to us to their allocation to be

loaned to another customer.

•



Subnet Mask



ANDing-What is Our Network
• Inside data network devices, digital logic is applied for their interpretation of the

addresses.When an IPv4 packet is created or forwarded, the destination network 

address must be extracted from the destination address. This is done by a logic 

called AND.

The IPv4 host address is logically ANDed with its subnet mask to determine the 

network address to which the host is associated.When this ANDing between the 

address and the subnet mask is performed, the result yields the network address.

The AND Operation, ANDing is one of three basic binary operations used in digital 

logic. The other two are OR and NOT. While all three are used in data networks, AND 

is used in determining the network address. Therefore, our discussion here will be 

limited to logical AND. Logical AND is the comparison of two bits that yields the 

following results:

1 AND 1 = 1, 1 AND 0 = 0, 0 AND 1 = 0, 0 AND 0 = 0

The result from anything ANDed with a 1 yields a result that is the original bit. That is,

0 AND 1 is 0 and 1 AND 1 is 1. Consequently, anything ANDed with a 0 yields a

0.These properties of ANDing are used with the subnet mask to "mask" the host bits of 

an IPv4 address. Each bit of the address is ANDed with the corresponding bit of the 

subnet mask.

•
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•
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The ANDing Proses



Basic Subnetting

• Subnetting allows for

creating multiple logical 

networks from a single 

address block. Since we 

use a router to connect 

these networks together, 

each interface on a router 

must have a unique 

network ID.

Every node on that link is 

on the same network.
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Dividing Network into Right Size



Subnetting a Subnet

• Subnetting a subnet, or using Variable

Length Subnet Mask (VLSM) was designed to 

maximize addressing efficiency. When 

identifying the total number of hosts using 

traditional subnetting, we allocate the same 

number of addresses for each subnet. If all 

the subnets have the same requirements for 

the number hosts, these fixed size address 

blocks would be efficient. However, most 

often that is not the case.

For example, the topology in Figure 1 shows 

a subnet requirement of seven subnets, one 

for each of the four LANs and one for each of 

the three WANs.With the given address of

•

192.168.20.0, we need

the host bits in the last 

subnet requirement of

to borrow 3 bits from

octet to meet our 

seven subnets.







Testing Conectivity Remote LAN



Traceroute-Testing a Path



ICMPv4-Protocol SupportingTesting Messaging

• Messaging Protocol (ICMPv4).The

purpose of these messages is to 

provide feedback about issues related 

to the processing of IP packets under 

certain conditions,not to make IP 

reliable. ICMP messages are not 

required and are often not allowed for 

security reasons.

ICMP is the messaging protocol for the 

TCP/IP suite. ICMP provides control 

and error messages and is used by the 

ping and traceroute utilities. Although

ICMP uses the basic support of IP as if it

were a higher-level protocol ICMP, it is

actually a separate Layer 3 of the

TCP/IP suite.
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Kesimpulan

• IPv4 addresses are hierarchical with network, subnetwork, and host portions.

An IPv4 address can represent a complete network, a specific host, or the 

broadcast address of the network.

Different addresses are used for unicast, multicast, and broadcast data 

communications.

Addressing authorities and ISPs allocate address ranges to users, who in turn 

can assign these addresses to their network devices statically or dynamically. 

The allocated address range can be divided into subnetworks by calculating 

and applying subnet masks.

Careful addressing planning is required to make best use of the available 

address space. Size, location, use, and access requirements are all 

considerations in the address planning process.

Once implemented,an IP network needs to be tested to verify its connectivity 

and operational performance.

•
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